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The most likely way for the world to be destroyed, 
most experts agree, is by accident. That's where we 
come in; we're computer professionals. 

We cause accidents.



Those of us in security are very much like 
cardiologists. Our patients know that lack of 
exercise, too much dietary fat, and smoking are 
all bad for them. But they will continue to 
smoke, eat fried foods, and practise being 
couch potatoes until they have their infarction.



SHARING THE WORLD’S SECRETS



digital security in an era of cloud computing
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digital security in an era of cloud computing



the practice of using a network of remote 
servers (accessed via the Internet) to store, 

manage, and process data, rather than a local 
system.



YOUR STUFF ON OTHER PEOPLE’S SYSTEMS
POTENTIALLTY ACCESSIBLE BY MORE THAN 25 

BILLION DEVICES
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The17 largest departments recorded 8,995 data 
breaches– but that only 14 were reported.

Its report said: “The lack of detail in the self-reporting 
data means it is not possible to determine how 
significant any of the 8,981 incidents [not reported to 
the ICO] were. But ….

2014-15

…. “chaotic” mechanisms for recording breaches makes 
departmental comparisons “meaningless”, the NAO said.



The UK Government 
is urging businesses of 
all sizes to take 
preventative action 
after the results of the 
Cyber Security 
Breaches Survey 2017 
were released earlier 
this week.



compromised the data of up to 2 million customers; including 
names, surnames, email addresses and phone numbers.

500,000 customers on its international health insurance plan; 
including including names, dates of birth and some 
contact information.

data from 17 million users had been stolen.





We only need to be lucky once. 
You need to be lucky every time.





Do you exercise?

Do you smoke?

Do you drink?

How many hours do you sleep?

How stressful is your job?

When did you last go to the dentist?

When did you last take a vacation?
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Do you receive regular security training?

Do you receive security incident alerts?

Do you share login credentials?

Is security discussed at team and group meetings?

Are there passwords on whiteboards?

Does your organisation test employees for security IQ?
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Take a moment and think about yourself, your ministry, your department, your council.

How do you rate your security health?



the systems you use need to be secure

ISO 27001+FEDRAMP
provides a standardised approach to security 
assessment, authorisation, and continuous monitoring







Closing the GAP
• Get security burned into your culture – don’t wait for the CISO

• Make security part of your regular dialogue

• Train and re-train

• Test your teams

• Measure, monitor, adjust

• Deeply evaluate the cloud systems you use

• And do your part in meeting your obligations 



Those of us in security are very much like 
cardiologists. Our patients know that lack of 
exercise, too much dietary fat, and smoking are 
all bad for them. But they will continue to 
smoke, eat fried foods, and practise being 
couch potatoes until they have their infarction.



Thank you!

Bob Ainsbury
Chief Product Officer
bob.ainsbury@granicus.com


